Privacy Policy

Consent

By using the Art Pay website or application, you confirm that you have
thoroughly read and understood our Cryptocurrency Staking Agreement and
Privacy Policy. Your use of our services signifies your agreement to these terms
and your commitment to adhere to them. If you do not agree with any of these
terms, please refrain from using our website or application.

Information We Collect

We collect personal information from you when you create an account on our
app or when you use our services. This may include:

e Your cryptocurrency wallet addresses and balances

e Your transaction history

® Your IP address and device information, such as your operating system and
browser type

e Other information you provide to us, such as feedback or support inquiries

® Your payment information. If you make purchases or engage in transactions
on our platform, we may collect information related to your payment method,
such as credit card numbers or bank account details

e Your usage data. We may collect information about how you interact with our
app, including the features you use, the time you spend using the app, and other
behavioral data.

How We Use Your Information

We use your personal information to provide you with our Art Pay services and
to improve our products and services. This may include:

e Processing your transactions and providing you with transaction
confirmations

e Communicating with you about your account or our products and services

e Customizing our products and services to your preferences

e Conducting research and analysis to improve our products and services

e Preventing fraud and protecting the security of our customers and our
company

e Providing customer support and responding to inquiries and complaints.



e Sending you promotional materials and notifications about updates or new
features.
e Ensuring compliance with applicable laws, regulations, and legal processes.

How We Share Your Information

We do not sell or rent your personal information to third parties for marketing
purposes. However, we may share your personal information with third parties
in the following circumstances:

e With service providers who help us operate our business, such as payment
processors or fraud prevention companies

e With our affiliates or partners who offer complementary products or services
e With law enforcement or government agencies to comply with legal
requirements or prevent fraud or illegal activities

e With your consent or at your direction

e We may share your personal information with our professional advisors, such
as lawyers, compliance officers and accountants, where necessary to obtain
advice or protect our business interests.

Obligations on minimum replenishment amount

The User is obliged to replenish the balance of his account only with amounts
equal to or exceeding the minimum allowed value set by the Administration of
the site/service. In case of replenishment of the account with the amount less
than the specified minimum value, the funds will be considered lost without the
possibility of return or crediting to the account balance. The User confirms his/
her agreement with this condition and realizes all risks associated with non-
compliance with this requirement.

Data Retention

We retain your personal information for as long as necessary to fulfill the
purposes for which it was collected, to comply with our legal obligations,
resolve disputes, and enforce our agreements. The specific retention periods
depend on the nature of the data and the purposes for which it was collected.

Data Security

We take reasonable measures to protect the security of your personal
information, including encryption and



authentication technologies. However, no security measures can guarantee
absolute security, and we cannot guarantee the security of your personal
information.

Cookies and Tracking Technologies

We use cookies and similar tracking technologies to collect and use personal
information about you. This information may be used to understand how you
use our services, track your preferences, and improve our offerings.

User Obligations and Responsibilities

You agree to provide accurate and up-to-date information when creating an
account and using our services.

You are responsible for maintaining the confidentiality of your account
credentials and for all activities that occur under your account.

You agree not to engage in any activities that are illegal, harmful, or interfere
with the operation of our services.

Your Choices and Rights

You have certain choices and rights regarding your personal information. You
can:

e Access and update your personal information by logging into your account or
contacting us

e Request that we delete your personal information, subject to legal
requirements and our business needs.

Limitation of Liability

We are not liable for any indirect, incidental, or consequential damages arising
out of or related to your use of our services.

GDPR Data Protection

We recognize the importance of protecting your personal data and comply with
the General Data Protection Regulation (GDPR). As a user, you have the
following rights regarding your personal data:

1. Right to Access: You have the right to request a copy of the personal data
we hold about you.



2. Right to Rectification: You have the right to request the correction of any
inaccuracies in your personal data.

3. Right to Erasure: You have the right to request the deletion of your
personal data under certain circumstances.

4. Right to Restrict Processing: You have the right to request the restriction
of the processing of your personal data in specific situations.

5. Right to Data Portability: You have the right to receive your personal data
in a structured, commonly used format.

6. Right to Object: You have the right to object to the processing of your
personal data in certain situations.

7. Right to Avoid Automated Decision-Making: You have the right not to be
subject to decisions based solely on automated processing.

If you wish to exercise any of these rights, please contact us using the contact
information provided on our website. We will respond to your request in
accordance with the GDPR requirements.

Age and Right to Create Accounts

International Laws and Regulations.

In accordance with the Children's Online Privacy Protection Act (COPPA),
children over the age of 13 can independently create accounts, and the platform
is obligated to comply with privacy and data protection rules.

Platform Policy and Registration

The platform may allow registration for users over 13 years old, but according
to the terms of use, certain actions (e.g., staking, sales, purchases) may require
the consent and participation of a parent or guardian.

Role of Parents and Legal Responsibility

To ensure legal protection and compliance with legal requirements, the platform
requires written consent from parents or guardians for children over 13 and
under 18 years old to sell their works, art pieces, or paintings for fiat or
cryptocurrency. In some cases, the account may be registered in the name of the
parent or guardian, and the child will use the platform under their supervision.



Changes to This Privacy Policy

We may update this Privacy Policy occasionally to reflect changes in our
products, services, or legal requirements. We will notify you of any material
changes by posting a notice on our website or sending you an email.

Stacking

Agreement for staking is available at the link https://artpay.cloud/privacy-
stacking.pdf

Contact Us

If you have any questions or concerns about our Privacy Policy, please contact
us artpay@my.com.
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